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Preamble

AviaVox B.V. (hereinafter “the Company”) establishes a framework to ensure product security and
handle vulnerabilities in its products.

AviaVox designs and manufactures intelligent voice announcement and public address systems used
in airports and other transport environments. Software defects in these products can affect the
availability and integrity of relevant passenger information.

If you discover a vulnerability related to the Company's products, the Company will appropriately
handle and disclose the vulnerability information in accordance with the Coordinated Vulnerability
Disclosure (CVD) process described in this policy. This process reflects the requirements of the EU
Cyber Resilience Act (CRA, Regulation (EU) 2024/2847). The Company also complies with applicable
legal and regulatory requirements relating to vulnerability management and cybersecurity incident
reporting.

The Company designates the reporting contact defined below as its single point of contact for users
and security researchers to report vulnerabilities.

This policy covers vulnerabilities in the Company its products (including embedded third-party
components), however the following are outside this policy:
— Products or versions past the end of their security support period.

— Systems owned and operated by AviaVox customers, including installed systems at airports,
even where those systems run AviaVox software. AviaVox cannot authorize testing of another
organization’s infrastructure.

— Components (hardware, operating systems, network equipment and software) separately
introduced by a customer/integrator and not supplied by AviaVox

— Suppliers’, partners’ and resellers’ own systems.

2. Collection of Vulnerability Information

To improve the information-security quality of its products, the Company collects vulnerability
information, from both inside and outside the Company, regarding the products within the scope of
section 1. The Company also accepts information from customers using its products. If you discover a
vulnerability in the Company's products, please report it using the method described below.

2.1 Reporting to the Company's Contact

To report directly to the Company, please contact the following. Please note that the Company does
not accept reports concerning already-disclosed vulnerabilities.

— Reporting contact: security@aviavox.com

When reporting, please cooperate by providing the following information:

— Your name (whether you wish to be credited)
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— The model number / product name of the affected Company product
— The product version

— Type / overview of the vulnerability (with CWE, etc., if applicable)

— Steps to reproduce / reproduction environment

— Whether proof-of-concept (PoC) code or exploit code is available

— Potential impact / severity (a CVSS score, if possible)

When reporting to the Company's contact, we recommend using PGP encryption to safely exchange
sensitive information such as the reporter's information and the product vulnerability information.

The PGP public key can be obtained from https://aviavox.com/.well-known/pgp-key.txt.

When you report to the Company's contact, the Company will send an email acknowledging receipt
within 3 working days of receipt. Working days are Monday to Friday, excluding Dutch public holidays.
Please configure your settings so that you can receive email from the Company's domain
(aviavox.com).

After you report to the Company's contact, information exchange with the reporter will be conducted
via email. During such exchanges, to prevent unintended disclosure to third parties, please cooperate
with PGP-based email encryption on both the Company's side and the reporter's side.

Any email and its contents sent by the Company to the reporter are intended for the reporter. Please
refrain from repurposing or making secondary use of any part or all of the Company's email and its
contents.

Please note that the Company does not offer a vulnerability reward (bug bounty).

2.2 Protection of Personal Information

Any personalinformation included in a report is handled in accordance with the Company's privacy
policy (https://aviavox.com/privacy-policy/).

2.3 Testing restrictions

AviaVox products operate in live environments. An announcement and public address system is part
of how our end-users communicate with passengers during an evacuation, a security incidentor a
diversion. Interfering with a production installation, including scanning it, attempting to authenticate
to it, or triggering an announcement, is a passenger-safety risk before it is a security issue, and may
also be a criminal offence under Dutch law or the law of the country in which the installation sits.

Accordingly:

1. Do not test, scan, probe or otherwise interact with any AviaVox system installed at an
airport or other operational site. This applies whether or not the system appears to be
internet-facing, and whether or not you believe your activity to be non-intrusive.

2. Do not attempt to trigger, alter, suppress or record announcements on any operational
system.

3. Do not test systems belonging to AviaVox customers. Only the customer can authorize that,
and this policy does not grant that authorisation.
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4. Ifyou have discovered a vulnerability by observing a production system without interacting
with it, for example in the course of authorized work as a customer’s own staff or contractor,
report it under this policy and say so.

3. Investigation and Remediation

For reported product vulnerabilities, the R&D department responsible for the product concerned will
promptly conduct an investigation and, where necessary, coordinate with relevant parties (the finder,
CSIRTs, etc.) to take appropriate measures.

In addition, where the Company deems it necessary for the investigation, the Company may provide
the reported vulnerability information to a third party with the requisite specialized capabilities
(limited to those able to appropriately manage vulnerability information) and have them analyze it, in
order to verify the vulnerability, assess the impact arising from it, or confirm other information related
to the vulnerability.

The Company will inform the reporter of the status of its response as necessary.

Please note that the Company also accepts reports of vulnerability information for discontinued
products; however, please understand in advance that investigation or remediation may not be
possible.

4. Disclosure of Vulnerability Information

Once aremediation (fixed version / security update) for a vulnerability in the Company's products
becomes available, the Company will disclose the details of the vulnerability and the remediation
without undue delay, coordinating the schedule with the finder and relevant parties as necessary.
The disclosed content will include at least the following:

— Adescription of the vulnerability

— Information enabling users to identify the affected product

— The impact of the vulnerability

— lIts severity

— Clearinformation enabling users to remediate (fix / mitigate) it

Disclosure channel and reach:
— For distribution to specific customers: Direct notification to affected customers (by the EU
Liaison and Reporting Officer, using the contractual contact recorded for each customer)

— For distribution to the general public: Publication as security information (an advisory) on
the Company's website (https://aviavox.com/security)

We ask reporters to cooperate by not disclosing the pre-publication vulnerability information to third
parties (coordinated disclosure).

Separately, where the Company becomes aware of an actively exploited vulnerability or a severe
incident affecting an AviaVox product, the Company will inform affected users and, where
appropriate, all users without undue delay of the vulnerability or incident and of any corrective or
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mitigating measures they can deploy, in a structured, machine-readable format. Where necessary,
the Company may provide such mitigations before a fixed version is completed, so that users can
respond.

5. Request Regarding Coordinated Vulnerability Disclosure

The Company respects security research and vulnerability reporting carried out in good faith in
accordance with this policy. For research and reports carried out in compliance with the conditions
below, the Company will not take legal action such as criminal complaints or claims for damages on
grounds such as unauthorized access.

AviaVox gives this undertaking on its own behalf only. It cannot bind its customers, operators, national
authorities or any other third party.

Conditions to be observed (Rules of Engagement)
— Do not disclose the discovered vulnerability to third parties until the coordination of
remediation and publication is complete (follow coordinated disclosure)
— Do notaccess, alter, destroy, or steal other users' data
— Do not carry out denial-of-service (DoS) attacks or acts that damage systems or data
— Keep vulnerability verification to the minimum necessary to confirm the impact

— Report to the Company promptly after discovery

Acts to which this request does not apply

— Acts that violate the conditions above
— Acts involving extortion, threats, or the exfiltration or publication of data

— Acts that violate applicable laws and regulations

The applicability and legal effect of this clause may vary depending on the legal system of the
applicable country or region.

6. Revisions to This Policy

The Company may change this policy without prior notice. The revised content takes effect from the
time this policy is posted. Please check this page for the latest content.
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